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ABSTRACT

In proportion to the rapid development of information and communication technology, the damage to copyright
infringement is also increasing. In particular, as the OTT platform market has grown significantly in recent years, the speed
and distribution of pirated copies that infringe copyright are increasing rapidly compared to the past. Accordingly, the
country is trying to prevent copyright infringement by detecting and blocking illegal streaming sites, but it is difficult to
expect great results due to the fast production of illegal streaming sites. Therefore, in this paper, we analyze the causes of
rapid production of blocked illegal streaming sites, track and analyze 58 illegal streaming sites, and propose ways to
effectively block illegal streaming sites based on the analysis results.
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Fig. 1. Mirror sites on actual illegal streaming
sites
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Table 1. Site Tracking Results

Category Number
All illegal streaming sites 58
Blocked sites 6
Unblocked sites 28
Regenerated sites 24
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Fig. 2. A page screen that uses Internet Archive
to access past pages (top) and current domain
addresses(bottom)
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Table 2. Analysis results of collected video URL

Number of Number of . .
. Number of . . . Duplicate video
Title all video URL duplicate video nog—duphcated URL types
URL video URL

Love Revolution 22 19 3 5
No, Thank You 27 20 7 1
The Veil 25 24 1 4
The Uncanny Counter 27 26 1 2
Welcome To Wedding Hell 20 19 1 1
Monstrous 20 18 2 2
Tale of the Nine Tailed 29 28 1 2
Shadow Beauty 20 18 2 2
Dark Hole 28 25 3 1
Law School 27 25 2 1
Mouse 27 26 1 2
MINE 26 24 2 1
Taxi Driver 27 25 2 1
Vincenzo 28 25 3 2
Mr. Queen 22 22 0 2
Start-Up 22 22 0 2
TIMES 27 26 1 2
Take revenge 24 24 0 1
Work Later, Drink Now 26 23 3 2
True Beauty 26 26 0 3
Squid Game 26 25 1 2
Yumi’s Cells 25 25 0 3
Hush 25 25 0 1
Lovers of the Red Sky 25 24 1 2
The Penthouse: War in life 26 25 1 2

Video search
Video title : Love revolution

Streaming site A Streaming site B Streaming site C

Video URL
Video title : Love revolution

Fig. 6. Example of blocking video URL

2l Al EE o] 8afr{ete A Ao} o]
Abo] EollA] Xﬂiﬁ}h 47kl oF 93.93%7F &2 <4
4 URLE
Al EE E °H Ex] ogAakS /\];dsl 2~ o E% Eig=o
Ackehs 71l ARe Ashd et
By 222 Aol E o A7} Aol EF
34 A a% S Fsus @ 5 o &
Le Agomy fee Az
Aol 2ol sF el sERY
} | 3 stel i el Al
01 tg% HHJ /\Ea]n] /\].o]E_,] o]
A7 % <l
1, 2 2Eely AelE Bel BHdAA 3
Aol £9] Evel Fa shnt uhe A

=
[>
et
1o i

Lo

o [m 2 it O o s



=] y_y_gﬂg =) x]

(2022. 10)

843

7842 ZA A By 2= Aol =e] A4

<)
£Eg AT 4 ol

o,

ﬁﬂﬁc&r}m
rﬂoE,

&

o Ho qfr
ok

1o
Mo

=
of
_

el
[e]

Sl ;ﬂo].g],o:h;]_ Xﬂo].g],__ O\_

Al E7) &A= z-l

b 4,

) o|E7

»Eg]w) /HH]/\E’ A&k
. olell W} 94k URL 4e] 7}
= 32_?—0— gatez & 627709 94
< Askw 934 URL % <F 93.93%¢l it
589709 <47 URLe| 55+ Ze &4l
el I U L& Apeigho 2 *ﬁ EP";

%:LX—] o g °§/ﬂ'

Apo]E9] o]8-Eo] Fof
Aol EL] AAA &% 3}
7IdE et AR, 94 URLe <

min
Y,
L‘J
N
=
wo i
)
24

22agg Aol P4l wet e

34 URLS 47} o ekt 4 5
Aol EAste] B AL A
b,

o

2A-3Fax
References

Korea Copyright Protection Agency,
“2022 Copyright Protection
Report (Movie)”, pp. 3-4, Apr.
Korea Copyright Protection
“2021 Copyright Protection Annual
Report (Movie),” pp. 85-88, May. 2021
Lee Ki-ryong and Lee

“Automation of illegal site detection

Annual
2022
Agency,

Hee-jo,

using HTML tag order,” Journal of
the Society of Information Sciences,
vol.43, no.10, pp. 1173-1178
Kim Eui-jin, Jung In-soo,
Yu-rae, and Kwak Jin,
blacklist based on suspected copyright

infringement

Song
“Tmage
site detection
techniques,” Journal of the Korean
Information Processing Society, 28(1),
pp. 148-150, 2021
Don-yeon Lee, Ji-sub Lee, Soo-jin Lee
and Cheol-ho Choi, “Streaming link
site and online service provider's
infringement of copyright - focused on
legal  principle of aiding and
legislative improvement -." (95), pp.
305-349, Dec. 2019
Seong Wook Jung, “Growth of the
OTT Platform and changes in the film
industry,” Master's Thesis,
National University, Aug. 2020.

E. Sundaravel

Pusan

and N. Elangovan,
“Emergence and future of over-the-top
(OTT)
analytical

video services in India: an

research,” International
Journal of Business, vol. Management
and Social Research, vol. 08, no. 2,
pp. 489-499, May 2020.

Yong-kuk Chung and Wei

“Effects of service characteristics of a

Zhang,

subscription-based OTT on user
satisfaction and continuance
intention:  evaluation by  netflix
users,” Journal of Korea Contents
Association, 20(12), pp. 123-135, Dec.
2020.

You-jin Song and Seung-in Kim, “The
rational regulation of illegal &
harmful information in cyberspace,”
Journal of the Korea Convergence

Society, 8(9), pp. 231-236, Sep. 2017.
Chang-hoon Lee, “Protection of
copyright infringement and broadcast

content on illegal link sites,” Korean



NG

844 A A B 2E2H AlE AdE S 2E

d
2

ol 719

Broadcasters Association, (409), pp.
167-188, Jun. 2017.

(M X290

7] % 3] (Chan-hee Kim) 3434

+ & A (Ho-jei Yu) A3

20214 2% ZAMUstw AR ssta} T
20224 7Y AL AR R 53 AA}

(A Fol) Y ESY T Bl Zel= wel [oT Hek

72 A 9 (Seo-yeon Kim) A3
20194 39 ~&A: sAE HFe A LgEE A3t
(FAI R MEYZ Bk [oT Bk AHRBH

£ 4 & (Soo-hyun Oh) 413

1998 299: AR g ngsts 2]

20009 299 AuIsta #7144 9 ﬂvﬁ*ﬂﬂr AAK(
20034 8Y: Aot Ar1AdA 2 AT g 2
20044 39 ~3A): s S AHFE TN A
(Flel) ot ZREZ VEZ Bl NIARRS

2021 2% ST AR R T} F4]
2021 39 ~&A: A AR R 3} ALt
(FAddep MESZ Bl ZH2 Hel ARRS o5 T2EF



